CROSSLEY & CO CHARTERED ACCOUNTANTS

SCHEDULE 8 - CLOUD BASED SERVICES

This schedule should be read in conjunction with the engagement letter and the terms of business.

1. IT SECURITY REQUIREMENTS

1.1

1.1.1

1.1.2

1.1.3

1.2

1.2.1

YOUR RESPONSIBILITIES

To support the delivery of cloud-based services, it is important to ensure that appropriate IT security
measures are in place.

You are responsible for:

a) providing us with a list of approved users;

b) ensuring that all usernames, passwords and any additional authentication measures required for
access are kept secure and not shared with unauthorised individuals;

c) ensuring that you have appropriate security measures in place to prevent and/or detect viruses,
trojans, malware or any other malicious code;

d) any internet link (eg through your internet service provider) to permit you to connect to the
service; and

e) compliance with the service providers terms, if applicable.

If any of your staff authorised for access leave or are no longer authorised, you must remove access
using your administrative console or notify us to remove any access]. You must give us sufficient
notice to be able to make the change on your behalf if you are not able to do this directly.

OUR RESPONSIBILITIES

We are responsible for:

a) ensuring only our authorised staff are provided appropriate levels of access to your cloud-based
systems;;

b) ensuring that all usernames, passwords and any additional authentication measures required for
access are kept secure and not shared with unauthorised individuals;

C) having appropriate security measures in place to prevent and/or detect viruses, trojans, malware
or any other malicious code; and

C|) compliance with the service providers terms, if applicable.

2. CLOUD-BASED ACCOUNTING SOFTWARE

2.1

2.1.1

2.1.2

2.2

2.2.1

2.2.2

2.2.3

PROVIDER

The accounting softwares that we often utilise which are be hosted in the cloud are
Provider Server Location More Info

a) Xero US (via AWS) WWW.Xero.com

b) Sage Accounting US (via AWS) www.sage.com

c) Freeagent Ireland www.freeagent.com

d) Hubdoc US (via AWS) www.hubdoc.com

e) Intuit Quickbooks US (via AWS) www.quickbooks.intuit.com/uk

If you wish to stop this service you must give 30 days’ notice in accordance with the supplier’s terms.

OUR RESPONSIBILITIES

We will send you an invoice per our agreed payment schedule for the services provided.

When you stop the service, giving notice as per 2.1.4 above we will work with the supplier to obtain a
backup of your data as at the end of the notice period.

We are not responsible for any failure to deliver the service due to errors in transmission, internet
outages, supplier infrastructure issues or any other failure that results in unavailability of the service.
We are also not liable for any loss or corruption of data if you have breached the supplier’s terms.


http://www.xero.com/
http://www.sage.com/
http://www.freeagent.com/
http://www.hubdoc.com/

2.3

2.3.1

2.4

2.4.1

2.4.2

EXCLUDED WORK

The scope of our services provided to you will be only as set out above and all other services which we
may offer are excluded. If you instruct us to do so, we will provide other ad hoc services as may be
agreed between us from time to time. These may be the subject of a separate engagement letter at
our option. Where appropriate, we will agree with you a separate fee for any such work you instruct
us to undertake. Examples of such work that you may wish to instruct us to undertake include:

a) assisting you in the selection of specific accounting software relevant to your needs;
b) review of existing software for suitability to your business needs;
C) training for your staff in the use of the accounting software.

YOUR RESPONSIBILITIES

You shall pay the fee per our agreed payment schedule. If you do not make payment, then we will
issue a written warning. 30 days after the warning we will stop the service until fees due have been
paid or an alternative arrangement has been made.

You are responsible for the maintenance of your accounting records as dictated by our agreement to
provide other services.

3. CLIENT PORTALS

3.1

3.1.1

3.1.2

3.1.3

3.2

3.2.1

3.2.2

3.2.3

3.3

3.3.1

3.3.2

CLIENT PORTAL

We may provide a free portal service to allow secure exchange of files between us,. The portal service
supplier we use is Iris Openspace
More information can be found at www.iris.co.uk/products/iris-openspace/

The servers used by the supplier are based in Amsterdam, with a backup in Dublin. The servers are
supplied by Microsoft Azure.

OUR RESPONSIBILITIES

We shall maintain commercially reasonable and appropriate security measures, including
administrative, physical and technical safeguards, to protect against unauthorised or unlawful access
to data in the portal and against accidental loss or destruction of, or damage to, the data.

If you decide to stop using our services, we will disable all user access to your portal.

At our discretion, we may change how the portal service is offered. We will provide you appropriate
notice of any changes that may affect your usage.

YOUR RESPONSIBILITIES

You have agreed that you will:

a) Control which files are uploaded to the portal;

b) Remove files from the portal when they are no longer needed; and
c) Not provide access to any third parties.

You must notify us immediately if you if you wish to stop using the services of the firm so that we can
disable access in a timely manner.
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